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i Sardinia Cyber Camp (Srdnlen CTF Finals)

We are organizing our first onsite
CTF and conference

* Where : Cagliari ORISTANO

 When: 25-26th of September 2025 J
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HACKDAY Quals
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n Dream Team

Luca Minnei : 4 B e e e Davide Sechi
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Lorenzo Pisu . y Matteo Chiesa
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® HACKDAY Overview
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* French cybersecurity competition for higher-education students

 Comprehends 2 phases

Qualification

Online qualification stage in teams of 4-6
people. The first 25 teams will qualify for

the final.

¥
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Finals

Final of the HACDAY challenge, lasting 24
hours and taking place within the ESIEE
Paris school.
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E;n CTF categories

Jeopardy style
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HackDay 2025 - Qualifications

Fri, 24 Jan. 2025, 20:00 UTC — Sun, 26 Jan. 2025, 20:00 UTC
On-line

A HackDayCTF event.

Format: Jeopardy [H

Official URL: https://hackday.fr/

This event's future weight is subject of public voting!

Future weight: 20.29 @

Rating weight: 20.29 @

Event organizers @
» HackDayCTF

Scoreboard

Place Team

w 1 Squid Proxy Lovers
2 Srdnlen
3 BlackBox
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HACKOAY

Congratulation !
Dear team,
You made it, you have been qualified for the final !

Consider this email your official invitation to join us at ESIEE Paris, France and be a part of
the exciting HackDay Final. Please read to the end and confirm your attendance

About the HackDay final

Get ready for the in-person HackDay Final, a 24-hours event kicking off on Friday, 28
March at 6 p.m and wrapping up on Friday, 29 March.

Join us earlier on Friday, 28 March at 9:30 A.M for technical conferences open to all,
featuring presentations by experts, researchers, and more. Your presence is more than
welcome!
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HACKDAY Finals
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n Location

* The entire event was held in the
ESIEE Paris engineering school.

* Before the actual CTF, there
were some talks available for all
the Paris students and for all the
teams about cybersecurity
topics.




F’ CTF room

e 25 teams from different parts of the world were put in this room for 24 hours.
e Each team has its own table for the entire match.




Eél? CTF room

e For all the CTF, we had the
admins available in the
center of the room

* We got multiple services for
eating and drinking during
the match.

* Some teams brought pillows
and everything necessary to
sleep there.

e Not Us ="
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5: CTF First blood

* For every first blood, the
whole room got
iLluminated.

* The robotic voice starts
saying First blood made by
a team.

* The team that made the
first blood had its bulb
iLluminated in green light,
while the others were in
red.




Social Engineering challs

“Amateurs hack systems; professionals hack people.”
Bruce Schneier
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N What is social engineering

The art of manipulating people to
divulge confidential information or
perform actions that compromise
security.

Key Techniques

* Pretexting: Invented scenarios to
gain trust

* Baiting: Offering something
enticing in exchange for access

https://www.kaspersky.it/resource-center/definitions/what-is-social-engineering
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i Edgar the lying psychologist
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* The first challenge was about
Edgar, a famous worldwide
psychologist.

 What we have to do is make an
appointment for therapy with
him.

* The problem is that it accepts
only people who are rich and
famous.
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n Impersonation

Modify our WhatsApp profile to impersonate a famous person.

e
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Luca Minnei Elon Musk

About About
Y | would like to go to Mars

. Phone number . Phone number
 +39 +39

It works!!! We managed to take the appointment.



b

i llluminati are coming back

* In the second challenge, we have
to discover, during the therapy
session, which website Edgar i @
usually uses. =
7

* To solve the challenge, we aimed |
to gain his trust by asking him to \5‘ b
show us some relaxing photos |} ‘
on his computer. We noticed a —
website in the favorites bar that
was the goal of the challenge.

relaxmgnature om @




i Find out the truth...

For this challenge, we need to organize a FORGET

: : EVERYTHING
meetmg WI'Fh Edgar, whom we have | o e
discovered is part of a sect. Our goal is to
infiltrate his sect and gather more
information.

It seems straightforward, but when we first
attempt this, we are discovered, which
presents us with a binary decision.

As a result, we end up dying, and we must
redo everything from the beginning.
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i Find out the truth...

After that, we had just one shot because the =R
CTF was ending, and we needed to make < &8 +33
another appointment while impersonating
an important figure.

In the end, we discovered that Edgar would
find us out anyway. Ultimately, we realized
that our only choice was to forget it. By
doing that, we managed to solve the
challenge.

3dg4r_ConTrOls_tHe_wOrlD .




damente la dist ra i % O del ¢
; spetto ¥ 3 ontraty
generi (é del 67% “,“|| rateiat i & un fenomeno cho

riportareal centre

124 tra
6 il valore
o

Universita. Studenti priminella garasull

asicurezzainformatica  SanGio

[ futuri ingegneri vinconoa

ra di studenti del-
gneria dell'U-

trice del
petizione
formati

e
tadal professor Davide N
ca, del dipartimento di In
gneria elettrica ed elett
ca. La squadra, compos
Lorenzo Pisu

24,

, tutti 19enni, ha
to il primo titolo in-
ternazionale per I'A
nell'ambito cybersicurezza.
C ne partecipa-
peratore Opengate e all'a
ciazione Esieespace, con
supporto dell’azienda Sifar:
ileoncorsoériservatoagli
denti di istruzione superiore
Dopounaselezione online, so-
lo25 squadre accedono alla fi-
nale, ospitata dalla Scuola di
innovazione tecnologica
Esiee di Parigi. La gara, lunga
24.0re, & divisa in otto catego-
Kuf;mhardware.crilmgra-
A lorensic e social enginee-

«E stata dura, fisicamente e
B !e"c racconta
M»Muorca; «Siamo
o

, Vittoria

entusiasta: i ragazz; se |,
‘meritati, «Abbiamo inye-

las Meli e

Ivincitori dell’'Hackday

stitomolto nel settore. Loscor-
S0 anno», aggiunge, «tre sardi
del nostro team hanno porta-
to'Italia al secondo posto agli
Europei e una nostra studen-
tessa ¢ stata I'unica italiana
scelta per la nazionale femmi-
nile».

Imembri della squadra sono
emozionati. «E stataunamon-
tagna russa», rivela Chiesa.
«Nonavevamo grandi aspetta-
tivex, aggiunge Pisu, «c’erano
piu di 150 team alle qualifica-
zioni». L'adrenalina é rimasta
altafinoall’ultimo: «Nelle ulti-
metreoreil tabellonedei pun-
teggi ¢ stato congel ey
nei svela up ﬂge atos, .Mm'

episodio curio;

«Abbiamo troyate unasoluzio-

ne, ma per risolverla

vamo di rivelarla ai v

siamo spostati, ma qualcuno

havistoeconsegnato primadi

noi. Nonostante questo, abbia-

mo vinto». Anche la resisten-

zafisicaéstatamessaallapro-
va. «Il viaggio ci ha stancati,
ma poche ore di sonno sono
bastate» spiega Meli. Il segre-

to? «Caramelle ed energy | s

drink», rivela Oliva.

Tra due settimane il team |

partecipera a una garaimpor-
tante: «Se ci qualificassimo,
andremmo a competere a Las
Vegas. Lavittoria ci hadatola
earican, conclude Oliva.

R NE RISERVA

Federica Perri | |
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h Pros & Cons

=GN

Pros:

* The overall competition was a good experience.

* They propose an intriguing category, “Social Engineering”,
which could be further explored in new CTFs.

Cons:

« Some of the challenges proposed were unsolvable due to
poor testing, so after reaching one point, they had to give us
the flag manually.

* The challenge of social engineering wasn’t 100%
deterministic.



Thanks
for the attention

Thanks to all members of the Srdnlen team!
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